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HEBORANDUM FOR: Deputy birector for Intelligence
SUBJECT : The Headguarters Building Tubs Systes

1. Refereace is umade to your note of 18 Septeaber 1974,
and the attached memorsadum from the Directar of Currveat Iantel-
ligeace, which suggested that the eg:ratiag hours of the
Hesdquarters paeusatlc tube systea extended to at leest 1580
hours, Memday through Friday, to fecilitate the late afterncen
paper flew between the DD/I and the DB/O.

4. This is to advise that I asked both the Offices of

i:sisticﬁ and Security to work ¢a the problem in some detsil,

this accounts for the delay in my response. To effect 3
change in the operating hours, as yeu will note from Attachmeat
A, it will be nwcessary to have activated until that hour zll
three systoms of the total metwork: System A (amber carriers)
serving tho DD/O; System B (green carriers) serviang the 13CI and
BD/A aveas plus some components of the DD/I; and System € (red
carriers) servimg the DU/I with one station each in the DB/A
and the DD/S54T. It will also be mecessary to have sctivated
uatil that hour two manual transfer stations, one controlled
by the OCI Registry (Room 7G-15) and one contrclled by the
Inforastion Services Group, BD/O (Roem GB-38). Is all, 112
tubs stations would be imvolived in the extended hours, The
detalils of this entire network as to station locations and
custodisns are summarized under Attachment 3,

3. The Office of Jecurity has sxamined subject propesal
is detail and concluded that its {mplementation without some
new securlty adsisnistrative safeguards would introduce a signif-
icant risk. This conclusion is based on the following factors:

PAEI L rlr My ety

Approved For Release 2002/06/25 : CIA-RDP76-00561R006400050088-4



Approved For Relegse 2002/06/25 : CIA-RDP76-00561R000400050088-4
. o Pdmpmie e tien  Fedaveed Tlaa ATy
JAESEDND N % s :

a8, The combination of human errors
{misdialing) and electrical/mechanical malfunc-
tions delivers a potential for carriers to zo
iato unmenned tube stations sfter hours where
they can remain until discovered by Federsl
Protective Officers effecting security checks.
This latter situastion could prevail for nany
hours which, in the case of sensitive and clas-
sified information, represents am obvious val-
morabiiity, There have been twelve such
fzcidents over the past eightesen montks.

b. Although the tube stations are con-
structed of metal and equipped with a three-way
combinatien lock, they do not provide the
requisite protsction for the storage of classi-
fisd material, unless located isn vaults, secure
srsas or In offjices which are mamned on a
24-hour basis.

¢. Of the 111 tube stations in the total
network, 41 sare located in sither wvaults, secure
4reas oOr areas manned on a 24-hour basis, and
these 42 stations would not pose 2 security prob-
lem if subject proposal were implemeanted. Attach-
ment B labels these stations as "P" (protected)
stations,

d. It is, therefors, the remaining 78 tube
stations labeled as 0" (unprotected) which sre
of concern in the coantext of this proposal. An
analysis ef the custedial assignments of the latter
70 stations reveals that they relats te 27 different
effice or staff components spread throughout the
Birectorates and the Offices of the DCI.

4. 1In effect, the Office of Security's cosncern relates
to ¢arriers misdirected to tubos statlons in open offices where
the custodians have departed for the day. Again, there is an
ad&ittsé.inaﬁilit{ to preclude errsnt transaisaions to tube
stations located in open office areas, i.e., outside a vault,
socure area, otc. Ia order to keop tube station security on s
par with other aspects of Headquarters office security, it
would be necessary for these 27 offices having one or more
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uaprotected stations to arrange for a security check ef such
stations following the system deactivation at 1300 hours.
This seens somewhat ismpractical in that the cure would be
worse thas the illness.

5. The thought occurs that there must be & less con-
piicated solution than having 27 componeats zake adjust-
ments 1a thelr working hours aad standard office procedures,
What I have in mind is the use of a few couriers, on an
overtine basis, to sorve os rumners botween the Intelligence
and Operations Directorates fros 1830 to 1838 hours on a
daily basis. Hdost certainly the hours could be expanded, and
the nunber of courlers could be imcreased, depondent apon 0CI
aoeds duriag a crisis or emergency pericod. It would seex that
thore would be bullt-in flaxibility without disrupting large
elements of the Agency.

6. You may recall that the Maasgesent Committee has

take ralization of the courier system;

Mr. _ of the Logistics Services Division

is inrvﬁgx_gg_gag;zg;ﬁ of the Courier Consolidation Committee;

and My, iz your deslignated ropresentative te

the ¢ ttee. 1 wonld suggest that you have someons who is
faniliar witi the OCI grahlaa et in teuch with Mr. [:;:£££ STAT
and work out the details of a jeint OCI/OL solutien, wit

the overall framewcrk of the courler system, rather thsam the
tube systexn.

Je! John F. Bloke

Jehn F, Biake

Deputy DRirector
for
Aduiristretion
Atts
vissribution:
Uriginal § 1 - DDI w/atts
i~ B/O% w/ates
i = B/OL w/atts
1 - DD/A Subject w/atts?
1 - DD/A Chrono w/o atts
,4/; JFB w/o atts

®Background: DD/a 74-40626

EO-DD/A{ |der (ZE 20 Nov 74)
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